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AIG CyberEdge 2.0 2016 – Network Security and Privacy Insurance  
 

In consideration of the payment of the premium and subject to all of the provisions of this policy, the 
Insurer and the Policyholder agree as follows: 

 

1.     Insurance Covers 
 

All coverages under this Section 1 - Insurance Covers of the Policy are written specifically on a primary basis 
and are provided solely for Claims first made against an Insured and other Insured Events first arising during 
the Policy Period and reported to the Insurer during the Policy Periodall as set forth in this policy. 

 

A. Event Management 
 

A.1 First Response 
 

The Insurer will pay to or on behalf of the Company the reasonable and necessary fees and expenses of: 
(i) the Response Advisor in providing the Legal Services; 
(ii) the IT Specialist in providing the First Response IT Services; 
(iii) the Crisis Consultant, if its appointment is considered necessary by the Response Advisor or the 

Insurer, 
in respect of an actual or suspected Breach of Personal Information, Security Failure or System Failure. 

 
Such fees and expenses will only be paid by the Insurer to the extent that they are incurred during the period of 
72 hours, which shall commence when the Responsible Officer of the Policyholder first notifies the Response 
Advisor of the Breach  of Personal Information, Security Failure or System Failure by contacting the 
Emergency Number. 

 
The Retention shall not apply to this Insurance Cover A.1 - First Response. 

 
A.2 Legal Services 

 

The Insurer will pay to or on behalf of the Company the reasonable and necessary fees and expenses (not to 
exceed the sublimit stated at Item 5 of the Schedule) of the Response Advisor in providing the Legal Services 
in connection with a Breach of Personal Information, Security Failure or System Failure. Such Legal 
Services shall include: 
(i) taking instruction regarding the factual background of the Breach of Personal Information, Security 

Failure or System Failure and co-ordinating the IT Specialist or Crisis Consultants; 
(ii) advising on the requirement to notify, notifying and corresponding with any relevant Regulator; 
(iii) advising on Data Subject notifications; 
(iv) monitoring complaints raised by Data Subjects and advising the Insured on responding to questions 

raised by Data Subjects; 
(v) advising the Company on the Company’s response to the Breach of Personal Information, Security 

Failure or System Failure. 
 

Such fees and expenses will only be paid by the Insurer to the extent they are incurred after the date of 
notification to the Insurer in accordance with Section 4.1 - Notice and Reporting or after the date of notification in 
accordance with Insurance Cover A.1 - First Response. 

 

A.3 IT Services 
 

The Insurer will pay to or on behalf of the Company the reasonable and necessary fees and expenses (not to 
exceed the sublimit stated at Item 5 of the Schedule) of the IT Specialist in connection with a Security Failure 
or System Failure for the purpose of: 
(i) investigating a Security Failure or System Failure, including the provision of the following services: 

(a) substantiating whether a Security Failure or System Failure has occurred, how it occurred and 
whether it is still occurring; and 

(b) identifying whether such Security Failure or System  Failure  has  resulted  in  a  Breach  of 
Personal Information or a Breach of Corporate Information and establishing the extent of the 
Personal Information or Corporate Information that may have been compromised; 

(ii) containing a Security Failure or System Failure, including containing a denial of service attack; 
(iii) resolving a denial of service attack and removing any malicious software, computer code or virus from the 

Company’s Computer System and/or identifying any comprised Data; and 
(iv) examining the Company’s Computer System to determine the remediation actions that are required in 

order to comply with an Enforcement Notice. 
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Such fees and expenses will only be paid by the Insurer to the extent they are incurred after the date of 
notification to the Insurer in accordance with Section 4.1 - Notice and Reporting) or after the date of notification 
in accordance with Insurance Cover A.1 - First Response). 

 

A.4 Data Restoration 
 

The Insurer will pay to or on behalf of the Company all reasonable and necessary costs and expenses incurred 
by the Insured, with the Insurer’s prior written consent, (not to exceed the sublimit stated at Item 5 of the 
Schedule) resulting from a Security Failure or System Failure in order to: 
(i) determine whether Data held by the Company, including Data held on behalf of a Third Party, can or 

cannot be restored or recreated; 
(ii) recreate Data held by the Company, including Data held on behalf of a Third Party, where such Data is 

not machine readable or is corrupted; 
(iii) reload and re-customise licensed software operated by the Company at the time of the Security Failure 

or System Failure, where the licensed software is not machine readable. 
 

Such fees and expenses will only be paid by the Insurer to the extent they are incurred during the period of 185 
days, which shall commence from the date of notification to the Insurer in accordance with Section 4.1 - Notice 
and Reporting or from the date of notification in accordance with Insurance Cover A.1 - First Response. 

 

A.5 Reputational Protection 
 

The Insurer will pay to or on behalf of the Company or any Insured Person all reasonable and necessary fees 
and expenses (not to exceed the sublimit stated at Item 5 of the Schedule) for advice and support from a Crisis 
Consultant and any other independent advisors approved by the Insurer in advance of such appointment 
(including legal advice concerning media strategy and independent public relations services) in order to mitigate 
or prevent the potential adverse effect, or reputational damage, of a Newsworthy Event including the design 
and management of a communications strategy. 

 

Such fees and expenses will only be paid by the Insurer to the extent they are incurred during the period of 185 
days, which shall commence from the date of notification to the Insurer in accordance with Section 4.1 - Notice 
and Reporting or from the date of notification in accordance with Insurance Cover A.1 - First Response. 

 

A.6 Notification Costs 
 

The Insurer will pay to or on behalf of the Company all reasonable and necessary fees, costs and expenses 
incurred by the Insured, including costs associated with setting up call centres (not to exceed the sublimit stated 
at Item 5 of the Schedule) in relation to the investigation, collation of information, preparation for and notification 
to Data Subjects and/or any relevant Regulator of any actual or suspected Breach of Personal Information or 
Breach of Corporate Information. 

 
Such fees, costs and expenses will only be paid by the Insurer to the extent they are incurred during the period 
of 185 days, which shall commence from the date of notification to the Insurer in accordance with Section 4.1 - 
Notice and Reporting or from the date of notification in accordance with Insurance Cover A.1 - First Response. 

 

A.7 Credit and ID Monitoring 
 

Following notification to Data Subjects under Insurance Cover A.6 - Notification Costs, the Insurer will pay to or 
on behalf of the Company: 
(i) all reasonable and necessary fees, costs and expenses incurred by the Insured, with the Insurer’s prior 

written consent, (not to exceed the sublimit stated at Item 5 of the Schedule) for credit or identity theft 
monitoring services to identify possible misuse of any Personal Information as a result of an actual or 
suspected Breach of Personal Information; and/or 

(ii) the reasonable and necessary premium for any ID Theft Insurance (not to exceed the sublimit stated at 
Item 5 of the Schedule). 

 

Such fees, costs and expenses (including premium) will only be paid by the Insurer for Data Subjects that 
request and/or activate the credit or identity theft monitoring services and the ID Theft Insurance within 90 days 
following receipt of notification in accordance with Insurance Cover A.6 - Notification Costs and this Insurance 
Cover A.7 - Credit and ID Monitoring will only be provided to each such Data Subject for a period of two years 
from the date of activiation. 

 

B. Data Protection Obligations 
 

B.1 Data Protection Investigation 
 

The Insurer will pay to or on behalf of any Insured all Defence Costs (not to exceed the sublimit stated at Item 
5 of the Schedule) in respect of a Regulatory Investigation. 
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B.2 Data Protection Fines 
 

The Insurer will pay to or on behalf of any Company all Data Protection Fines (not to exceed the sublimit 
stated at Item 5  of the  Schedule) that the Company is legally liable to pay in respect of a Regulatory 
Investigation. 

 

C. Liability 
 

C.1 Personal and Corporate Information 
 

The Insurer will pay to or on behalf of any Insured all Damages and Defence Costs arising from any Claim 
against the Insured in respect of an actual or alleged Breach of Personal Information or Breach of Corporate 
Information by an Insured. 

 

C.2 Security Failure 
 

The Insurer will pay to or on behalf of any Insured all Damages and Defence Costs arising from a Claim by a 
Third Party against the Insured in respect of an actual or alleged Security Failure. 

 

C.3 Failure to Notify 
 

The Insurer will pay to or on behalf of any Insured all Damages and Defence Costs arising from any Claim 
against the Insured in respect of a failure by the Company to notify a Data Subject and/or any Regulator of a 
Breach of Personal Information in accordance with the requirements of Data Protection Legislation. 
C.4 Information Holder Personal and Corporate Information 

 
The Insurer will pay to or on behalf of any Company all Damages and Defence Costs arising from a Claim by 
a Third Party against the Company for which the Company is alleged to be liable and which results from any 
actual or alleged breach of duty by the Information Holder in respect of the processing on behalf of the 
Company of Personal Information and/or Corporate Information (for which the Company is responsible). 

 
 

2. Definitions   
 

2.1 Additional Coverage Sections 
 

any additional coverage module that is purchased by the Policyholder as specified at Item 6 of the Schedule 
and which forms part of this Policy. 

 

2.2 Breach of Corporate Information 
 

the unauthorised disclosure or transmission of Corporate Information for which the Company is responsible. 
 

2.3 Breach of Personal Information 
 

the unauthorised disclosure or transmission of Personal Information for which the Company is responsible as 
either a Data Processor or a Data Controller as defined under any applicable Data Protection Legislation. 

 

2.4 Claim 
 

the receipt by or service upon the Insured of: 
(i) a written demand seeking a legal remedy; or 
(ii) civil, regulatory or administrative proceedings seeking a legal remedy, compliance or other sanction. 

 

2.5 Cloud Service 
 

any on-demand access to hosted computer infrastructure or computing platforms, including cloud computing 
services provided on an Infrastructure as a Service (IaaS) or Platform as a Service (PaaS) model, provided by 
any natural person or entity not owned, operated or controlled by an Insured. 

 
Cloud Service does not include any cloud computing services solely on a Software as a Service (SaaS) model. 

 

2.6 Company 
 

the Policyholder and any Subsidiary. 
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2.7 Company’s Computer System 
 

any computer hardware, software or any components thereof that are linked together through a network of two or 
more devices accessible through the Internet or internal network or that are connected through data storage or 
other peripheral devices which are owned, operated, controlled or leased by the Company. 

 

For the purposes of all Sections other than the Network Interruption Additional Coverage Section (if purchased) 
and the Electronic Data Incident Additional Coverage Section (if purchased), Company’s Computer System 
also includes: 
(i) any Third Party computer or electronic device (including mobile phones, tablets or computers owned or 

controlled by an employee of a Company) used to access a Company’s Computer System or Data 
contained therein; and 

(ii) any Cloud Service used by the Company. 
 
 

2.8 Continuity Date 
 

the date specified as such in the Schedule 
 

2.9 Control 
 

the securing of the affairs of an entity by means of: 
(i) controlling the composition of the board of directions of such entity; 
(ii) controlling half or more of the shareholder or equity voting power of such entity; or 
(iii) holding half or more of the issued share or equity capital of such entity. 

 

2.10 Corporate Information 
 

any Third Party’s trade secrets, data, designs, forecasts, formulas, practices, processes, records, reports, 
documents subject to legal privilege or other item of information that is not available to the general public. 

 

2.11 Crisis Consultant 
 

any consultant appointed by the Insurer or the Reponse Advisor, or any other consultant appointed by the 
Company that has been approved by the Insurer in advance of such appointment, to provide public relations or 
crisis communications services. 

 

2.12 Cyber Terrorism 
 

the premeditated use of disruptive activities against any Company’s Computer System, OSP’s Computer 
System or network, or the explicit threat to use such activities, with the intention to cause harm and further 
social, ideological, religious, political or similar objectives, or to intimidate any person(s) in furtherance of such 
objectives. Under no circumstances shall Cyber Terrorism include any such activities which are part of 
or in support of any military action, war or warlike operation. 

 
2.13 Damages 

 

(i) judgments, or arbitral awards rendered against the Insured; 
(ii) punitive or exemplary damages, where insurable by law; or 
(iii) monies payable by an Insured pursuant to any settlement agreement negotiated by the Company and 

which is approved by the Insurer. 
which the Insured is legally liable to pay resulting from a Claim. 

 
Damages shall not mean and this Policy shall not cover any: (i) non-compensatory damages (except to 
the extent covered at (ii) above), multiple or liquidated damages; (ii) fines, monetary levies or penalties 
(except to the extent covered at (ii) above); (iii) the costs and expenses of complying with any order for, 
grant of or agreement to provide injunctive or other non-monetary relief; (iv) costs or other amounts that 
the Insured is responsible for under a merchant services agreement, unless they are liable for such 
amounts in the absence of such agreement; or (v) discounts, service credits, rebates, price reductions, 
coupons, prizes, awards or other contractual or non-contractual incentives, promotions or inducements 
offered to the Insured’s customers or clients. 

 

2.14 Data 
 

electronically stored digital or ditigised information or media. 
 

2.15 Data Protection Fines 
 

any lawfully insurable fines and/or penalties which are adjudicated by a Regulator to be payable by a Company 
for a breach of Data Protection Legislation. 
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Data Protection Fines shall not include any other type of civil or criminal fines, monetary levies and 
penalties. 

 

2.16 Data Protection Legislation 
 

the Privacy Protection Law - 1981 (Israel) and any subsequent legislation that alters, repeals or replaces such 
Law and any and all other equivalent laws and regulations relating to the regulation and enforcement of data 
protection and privacy in any country. 

 

2.17 Data Protection Officer 
 

an employee who is designated by the Company as the person responsible to implement, monitor, supervise, 
report upon and disclose the Company’s regulatory compliance standards with respect to data collection, data 
processing and delegation of data processing. 

 

2.18 Data Subject 
 

any  natural  person  whose  personal  information  has  been  collected  or  processed  by  or  on  behalf  of  the 
Company. 

 

2.19 Defence Costs 
 

reasonable and necessary legal fees, costs and expenses which the Insured incurs, with the prior written 
consent of the Insurer, in relation to the investigation, response, defence, appeal and/or settlement of a Claim or 
Regulatory Investigation made against the Insured. 
Defence Costs shall not include the remuneration of any Insured, Outsource Service Provider or 
Information Holder, cost of their time or any other costs or overheads of the Insured, Outsource Service 
Provider or Information Holder. 

 

2.20 Emergency Number 
 

the telephone number shown at Item 5 of the Schedule. 
 

2.21 Enforcement Notice 
 

a notice from a Regulator requiring the Company to: 
(i) confirm compliance with the applicable Data Protection Legislation; 
(ii) take specific measures to comply with the applicable Data Protection Legislation; or 
(iii) refrain from processing any specified Personal Information or Data held on behalf of a Third Party, 
within a specified time period, but in no event later than five (5) years after the date of notice. 

2.22 First Response IT Services 
 

(i) substantiating whether a Security Failure or System Failure has occurred, how it occurred and whether 
it is still occurring; 

(ii) identifying whether such Security Failure or System Failure has resulted in a Breach of Personal 
Information or a Breach of Corporate Information  and  establishing  the  extent  of  the  Personal 
Information or Corporate Information that may have been compromised; or 

(iii) containing the Security Failure or System Failure, including a denial of service attack. 
 

2.23 ID Theft Insurance 
 

an identity theft policy issued by the Insurer or by another carrier with the Insurer’s prior written consent, to be 
offered to Data Subjects whose Personal Information has been compromised. 

 

2.24 Information Commissioner 
 

the Israeli Law, Information & Technology Authority (ILITA) or authority that replaces such a role under laws and 
regulations relating to the regulation and enforcement of data protection and privacy and any equivalent position 
in any other jurisdiction. 

 

2.25 Information Holder 
 

a third party that (i) a Company has provided Corporate Information or Personal Information to, or (ii) has 
received Corporate Information or Personal Information on behalf of a Company, including an Outsource 
Service Provider. 

 

2.26 Insured 
 

(i) the Company; 
(ii) any Insured Person; 
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(iii) any natural person who is or has been an employee of the Company; 
(iv) any independent contractor under the direction and supervision of the Policyholder but only in relation 

to the services provided by the independent contractor to the Policyholder; and 
(v) any estates or legal representatives of any Insured described in (i), (ii) and (iii) of this definition to the 

extent that a Claim is brought against them in respect of an act, error or omission of such Insured. 
 

2.27 Insured Event 
 

any matter or event trigerring coverage under Parts A and B of Section 1 - Insurance Covers or under any 
Additional Coverage Sections. 

 

2.28 Insured Person 
 

any natural person who is or has been a director, principal, partner or officer (including any Responsible 
Officer) of the Company to the extent such person is or was acting in such capacity. 

 

2.29 Insurer 
 

Imeans the entity specified as such in the Schedule. 
 

2.30 IT Specialists 
 

the firm appointed by the Company that has been approved in advance of such appointment by the Insurer. 
 

2.31 Legal Services 
 

(i) legal advice and support provided pursuant to a Relevant Engagement; 
(ii) the co-ordination of the IT Specialist, and, if considered necessary by the Response Advisor the Crisis 

Consultant. 
 

2.32 Limit of Liability 
 

the amount specified as such in the Schedule. 
 

2.33 Loss 
 

(i) Damages, Defence Costs, Data Protection Fines which the Insured is legally liable to pay; and 
(ii) any other amounts covered under any Insurance Covers or Additional Coverage Sections, but only to 

the extent set out in the relevant section. 
 

Loss shall not include the remuneration of any Insured, Outsource Service Provider or Information 
Holder, cost of their time, or any other costs or overheads of the Insured, Outsource Service Provider or 
Information Holder. 

 

2.34 Newsworthy Events 
 

the actual or threatened public communication or reporting in any media which arises directly out of an actual or 
potential or suspected Breach of Personal Information or Breach of Corporate Information, a Security 
Failure, a System Failure or an OSP Security Failure (if the Outsource Service Provider Additional Coverage 
Section is purchased) or an Extortion Threat (if the Cyber/Privacy Extortion Additional Coverage Section is 
purchased) or an Electronic Data Incident (if the Electronic Data Incident Additional Coverage Section is 
purchased) and which is likely to bring the Company or any Insured Person into disrepute or tarnish its 
reputation and damage its goodwill amongst the community of people or businesses who are its customers or 
suppliers or with whom the Company habitually deals in the course of its business. 

 

2.35 Outsource Service Provider 
 

an entity which is not owned, operated or controlled by the Company that the Company has appointed to 
provide specified services (including webhosting, payment processing and IT security data collection, data 
processing, delegation of data processing, storage of data and/or deletion or destruction of data) which would 
otherwise be provided internally whether based on an express contractual agreement, but only to the extent of 
the provision of such services. 

 

2.36 Personal Information 
 

any information  that  relates to a natural person and that is non-public information information capable of 
individually identifying such natural person. Personal Information shall include a natural person’s name, 
address, telephone number or medical information. 

 

2.37 Policy 
 

this policy and any purchased Additional Coverage Section. 

Page 7 of 15 

 



AIG CyberEdge 2.0 2016 – Network Security and Privacy Insurance  
 

2.38 Policyholder 
 

the entity specified as such in the Schedule. 
 

2.39 Policy Period 
 

the period of time specified in the Schedule. However, in case of cancellation of the Policy, the Policy Period will 
end on the effective date of the cancellation. 

 

2.40 Regulator 
 

an Information Commissioner or statutory body established pursuant to Data Protection Legislation in any 
jurisdiction and which is authorised to enforce statutory obligations in relation to the processing or control of 
Personal Information (or, where relevant, Corporate Information). 

 

2.41 Regulatory Investigation 
 

any formal or official action, investigation, inquiry or audit by a Regulator against an Insured once the Insured 
is identified in writing by the Regulator arising out of the use or suspected misuse of Personal Information or 
any aspects of the control or processing of Personal Information or delegation of data processing to an 
Outsource Service Provider which is regulated by Data Protection Legislation, but shall not include any 
industry-wide, non-firm specific, inquiry or action. 

 

2.42 Relevant Engagement 
 

an agreement between the Response Advisor and the Company governing the provision of the legal advice 
and support to the Company. 

 

2.43 Response Advisor 
 

the law firm appointed by the Insurer, or the correspondent law firms instructed by such law firm, or any 
replacement firm nominated by the Insurer in the event of a conflict, with respect to whom the Policyholder 
shall enter into a Relevant Engagement. 

 

2.44 Responsible Officer 
 

any Chief Executive Officer, Chief Financial Officer, Chief Compliance Officer, Chief Information Officer, Data 
Protection Officer, Risk Manager or General Counsel (or equivalent positions). 

 

2.45 Retention 
 

the amounts specified as such in  the Schedule. 
 

2.46 Security Failure 
 

(i) any intrusion due to the failure of the security of the Company’s Computer System, including that which 
results in or fails to mitigate any unauthorised access, unauthorised use, denial of service attack or denial 
of access or receipt or transmission of a malicious code, malicious software or virus which causes the 
destruction, modification, corruption, damage or deletion of Third Party Data stored on any Company’s 
Computer System; 

(ii) the disclosure of data: 
(a) due to the physical theft or loss of hardware controlled by the Company (or components thereof); 

or 
(b) by an employee of the Company; 

 
(iii) Security Failure also includes any such failure or intrusion resulting from the theft of a password or 

network access code from: 
(a) a Company’s premises; 
(b) a Company’s Computer System; 
(c) an officer, director or employee of a Company. 

 

2.47 System Failure 
 

any negligent act or negligent failure to act by an employee of the Company whilst operating, maintaining or 
upgrading the Company’s Computer System. 

 
System Failure shall not include any negligent act or negligent failure to act by an employee of the 
Company whilst operating, maintaining or upgrading any Cloud Service used by the Company or any 
Third Party computer or electronic device (including mobile phones, tablets or computers owned or 
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controlled by an employee of a Company) used to access a Company’s Computer System or Data 
contained therein. 

 

2.48 Single Claim 
 

any one or more Claims or Insured Events to the extent that such Claims or Insured Events arise out or, are 
based upon, are in connection with, or are otherwise attributable to the same cause or source and all such 
Claims or Insured Events shall be regarded as a Single Claim regardless of whether such Claims or Insured 
Events involve the same or different claimants, Insureds or causes of action. 

 

2.49 Subsidiary 
 

any entity of which the Policyholder, has or had Control on or before the inception date of this Policy either 
directly or indirectly through one or more of its other Subsidiaries. 
Subsidiary shall also include any entity of which the Policyholder acquires Control, either directly or indirectly 
through one or more of its other Subsidiaries during the Policy Period provided that such entity: 
(i) has total gross revenues that are less than 20% of the total gross revenue of the Policyholder; and 
(ii) does not have any revenue from the United States of America. 

 

2.50 Third Party 
 

any entity or natural person except: (i) any Insured, Outsource Service Provider or Information Holder; or (ii) 
any other entity or natural person having a financial interest or executive role in the operation of the Company. 

 

2.51 Third Party’s Computer System 
 

any computer hardware, software or any components thereof that are linked together through a network of two or 
more devices accessible through the Internet or internal network or that are connected through data storage or 
other peripheral devices which is owned, operated, controlled or leased by a Third Party. 

 
 
 

3. Exclusions   
 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to: 
 

3.1 Anti-Trust 
 

any actual or alleged antitrust violation, restraint of trade or unfair competition. This Exclusion 3.1 - Anti- 
Trust shall not apply to Loss arising out of, based upon or attributable to any actual or suspected unfair 
competition in connection with sub-section (v) of Section 1 - Digital Media Liability Cover of the Digital 
Media Liability Additional Coverage Section (if purchased). 

 

3.2 Bodily Injury and Property Damage 
 

any: 
(i) physical injury, sickness, disease or death; and if arising out of the foregoing, nervous shock, 

emotional distress, mental anguish or mental injury; or 
(ii) loss or destruction of tangible property, other than Data. 

 
 

3.3 Contractual Liability 
 

any guarantee, warranty, contractual term or liability assumed or accepted by an Insured under any 
contract or agreement except to the extent such liability would have attached to the Insured in the 
absence of such contract or agreement. 

 

3.4 Conduct 
 

(i) any wilful disregard or non-compliance with a ruling, direction or injunction by a court, tribunal, 
arbitrator or a Regulator within the jurisdiction; 

(ii) any deliberate, intentional or reckless commission, aiding, abetting or condoning of or conniving 
in a dishonest, malicious or fraudulent act or a criminal breach of law or regulation; or 

(iii) any deliberate, intentional or reckless act by any Insured; 
 

if committed by the Company’s or the Outsource Service Provider’s or the Information Holder’s: 
(a) directors, principals, partners or Responsible Officer whether acting on their own or in 
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collusion with others; or 
(b) employees acting in collusion with any of the Company’s or Outsource Service Provider’s 

or Information Holder’s directors, principals, partners or Responsible Officer. 
The Insurer will continue to pay on behalf of an Insured, Defence Costs under this Policy until any of (i) 
to (iii) above are found by a court, tribunal, arbitrator or Regulator to have been commited by an Insured. 
Following such finding the Insurer shall be entitled to repayment of any amount paid to the Insured 
under this Policy. 

 

3.5 Intellectual Property 
 

any infringement of patents and trade secrets or to loss of rights to secure registration of patents due to 
an unauthorised disclosure. 

 
This Exclusion 3.5 - Intellectual Property shall not apply to Damages or Defence Costs arising out of a 
Claim by a Third Party against an Insured for a Breach of Corporate Information. 

 

3.6 Licensing Fee 
 

any actual or alleged obligation to make licensing fee or royalty payments, including the amount or 
timeliness of such payments. 

 

3.7 Prior Claims and Circumstances 
 

(i) any circumstance that as of the inception date of this Policy may reasonably have been expected 
by any Insured to give rise to a Claim; or any circumstance, Claim or Insured Event of which 
notice has been given under any policy of which this Policy is a renewal or replacement or which 
it may succeed in time; or 

(ii) any pending or prior civil, criminal, administrative  or  regulatory  proceeding,  investigation, 
arbitration, mediation, other dispute resolution or adjudication of which the Insured had notice as 
of the Continuity Date, or alleging or deriving from the same or essentially the same facts alleged 
in such actions; or 

(iii) any Claim or Insured Event that would otherwise constitute a Single Claim with any claim or other 
matter reported under any policy of which this Policy is a renewal or a replacement or which it 
may succeed in time. 

3.8 Securities Claims 
 

any actual or alleged violation of any law, regulation or rule (whether statutory or common law) relating 
to the ownership, purchase, sale or offer of, or solicitation of an offer to purchase or sell, securities. 

 

3.9 Terrorism/ War 
 

any form of: 
 

(i) war, invasion, act of foreign enemy, hostilities or warlike activities (whether declared or not), civil 
war, military rising, rebellion or revolution; 

 

(ii) terrorism (not including Cyber Terrorism); or 
 

(iii) riot. 
 

3.10 Monetary Value 
 

any trading losses or trading liabilities; monetary value of any electronic fund transfers or transactions 
by or on behalf of the Insured which is lost, diminished or damaged during transfer from, into or between 
accounts. 

 

3.11 Over Redemption 
 

any face value of coupons, price discounts, prizes, awards or any other valuable consideration given in 
excess of the total contracted or expected amount. 

 

3.12 Uninsurable Loss 
 

any matters which the Insurer is prohibited from paying by the law of this Policy or the jurisdiction where 
a Claim is made or where an Insured Event first arises. 
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3.13 Pollution 
 

any impact to the air, soil or water resulting from the discharge, dispersal, seepage, release or escape of 
any solid, liquid, gaseous, biological, radioactive or thermal irritant or contaminant whether occurring 
naturally or otherwise, including smoke, vapour, soot, fibres, germs, moulds, viruses, fumes, acids, 
alkalis, chemicals, waste, and other toxic or hazardous substances, sound, noise, smell, vibration, 
waves or changes in temperature. 

 

3.14 Systems 
 

(i) any electrical or mechanical failure of infrastructure, other than a Company’s Computer System 
whether or not under control of the Insured, including any electrical power interruption, surge, 
brown out or black out. Provided however, that part (i) of this Exclusion 3.14 - Systems shall not 
apply to the Electronic Data Incident Additional Coverage Section (if purchased); 

(ii) any failure of telephone lines, data transmission lines, satellites or other telecommunications or 
networking infrastructure not under the control of an Insured or an Outsource Service Provider. 
Provided however, that part (ii) of this Exclusion 3.14 - Systems shall not apply to: a Security 
Failure; OSP Security Failure; failure to protect Personal Information or Corporate Information; 
breach of Data Protection Legislation leading to a Claim for Damages, that is caused by such 
failure of telephone lines, data transmission lines or other infrastructure comprising or 
supporting the Internet; 

(iii) any satellite failure. 
 
 

3.15 Failure to Put Right 
 

any failure to  put right defective systems, procedures or software where the existence of defects, 
deficiencies, or vulnerability to attack, or intrusion has been brought to the attention of a Responsible 
Officer in sufficient time in advance of a resultant Loss to advert or reduce the impact of the same. 

 

3.16 Rectifying Deficiencies 
 

reforming, improving or rectifying any deficiency or defect in the Company’s systems, processes, 
operating hardware or software or virus controls which existed prior to the Security Failure, OSP 
Security Failure or System Failure whether or not such Security Failure, OSP Security Failure or System 
Failure was attributable to such deficiency or defect. 

 

3.17 Wrongful Collection 
 

Corporate Information or Personal Information which has been fraudulently or recklessly collected or 
maintained by an Insured. 

 

3.18 Employment Practices Violation 
 

a Company’s employment of any invidual or any of a Company’s employment practices (including 
wrongful dismissal, discharge or termination, discrimation, harassment, retaliation or other employment- 
related claim). 

 

3.19 Insured’s Fees, Compensation or Costs of Providing Services 
 

(i) the return of an Insured’s fees or compensation; 
 

(ii) an Insured’s costs of providing, correcting, re-performing or completing any services; or 
 

(iii) the amounts for which an Insured is not financially liable or which are without legal recourse to 
any Insured. 

 

3.20 Tax 
 

taxes incurred by an Insured. 
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POLICY CONDITIONS 
 

4. Claims   
 

4.1 Notice and Reporting 
 

The cover provided under this Policy is granted solely with respect to Claims first made against an Insured, and 
other Insured Events first arising during the Policy Period, or which are deemed to have been so first made or 
have so arisen under Section 4.2 - Related Claims, Insured Events or Circumstances. 

 
The Insured shall(a) provide written notice to the Insurer of any Claim made against the Insured as soon as 
practicable after the Company’s Responsible Officer first becomes aware of such Claim; or (b) provide written 
notice to the Insurer of any other Insured Event as soon as practicable after the Insured Event first arises. In 
all events, notice must be given no later than sixty (60) days after the end of the Policy Period. 

 
In case of violation of the above obligations by the Insured to timely notify the Insurer of any Claim in 
accordance with section 22 of the Insurance Contract Act - 1981, the remedies available to the Insurer shall be 
in accordance to sections 24-25 of the Insurance Contract Act- 1981. 

 
The Company’s Responsible Officer may, during the Policy Period, notify the Insurer of any circumstance 
reasonably expected to give rise to a Claim or an Insured Event. The notice must include the reasons for 
anticipating such a Claim or such an Insured Event, and full relevant particulars with respect to dates, the 
alleged, suspected, potential or supposed breach, the potential Insured and claimant(s) concerned, an estimate 
of possible loss and the potential media or regulatory consequences. 

 
All notifications relating to Claims, Insured Events or circumstances must be sent in writing by email or by 
facsimile to the following address: 

 

AIG Israel Insurance Company Ltd 
Commercial Claims Department 
25 Hasivim St., Kiryat Matalon 
Petah Tikva 491001, P.O.B 535 

 
The provision of Legal Services, First Response IT Services or services by the Crisis Consultant under 
Insurance Cover A.1 - First Response or Section 1 - OSP First Response of the Outsource Service Provider 
Additional Coverage Section (if purchased) does not prejudice the rights of the Insurer under this Policy. 

 
 

4.2 Related Claims, Insured Events or Circumstances 
 

If notice of a Claim, an Insured Event or circumstance is given as required by this Policy then any subsequent 
Claim, Insured Event or circumstance that constitutes a Single Claim with that Claim, Insured Event or 
circumstance shall be deemed to have first been made at the same time as that circumstance was first notified, 
Claim was first made or other Insured Event first commenced, and reported to the Insured at the time the 
required notices were first provided. 

 
 
 

5. Defence and Settlement   
 

5.1 Defence / Settelment 
 

In the event of a covered Claim or Insured Event under the policy, the Insurer shall be entitled, in accordance 
with its discretion, to take over and manage on behalf of the insured the defence against the Claim or the 
Insured Event. 

 
The Insured must render all reasonable assistance to and cooperate with the Insurer in the investigation, 
defence, settlement or appeal of a Claim, an Insured Event or circumstance, and provide the Insurer with all 
relevant information pertaining to any Claim, Insured Event or circumstance, as the Insurer may reasonably 
require. 

 

The Insurer may, at any time, make settlement or pay insurance benefits to Third Party, provided that the Insured 
has been notified in writing 30 days in advance and does not object during this period. 
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In case the Insured refuses to a reasonable settlement proposed by the Insurer to settle the Claim, the Insurer 
shall be entitled to notify the Insured that its liability shall be limited to the settlement amount in which the Claim 
could have been settled, plus Defence Costs incurred up to the date in which such settlement could have been 
concluded, less the applicable Retention. 

 
 

5.2 Insurer’s Consent 
 

The Insured shall not admit or assume any liability, enter into any settlement agreement, or consent to any 
judgment or incur any Defence Costs or incur any amounts covered under Insurance Cover A.4 - Data 
Restoration, or Insurance Cover A.7 - Credit and ID Monitoring or incur any amounts where consent is required 
under any Additional Coverage Section without the Insurer’s prior written consent (which shall not be 
unreasonably delayed or withheld). Only liabilities, settlements and judgments resulting from Claims defended in 
accordance with this Policy or other Insured Events handled in accordance with this Policy shall be 
recoverable as a Loss under this Policy. 
Compliance with a legal obligation to give notice in respect of an actual or potential breach of Data Protection 
Legislation will not be considered as an admission of liability for the purposes of this Section 5.2 - Insurer’s 
Consent. 

 

5.3 Subrogation and Recovery 
 

Where any amount is paid under this Policy in respect of a Claim or Insured Event, the Insurer shall be 
subrogated, to the extent of such payment, to the rights of recovery of the Insured. The Insurer shall be entitled 
to pursue and enforce such rights in the name of the Insured and the Insured shall provide the Insurer with all 
reasonable assistance and co-operation in this regard including the execution of any necessary documents. The 
Insured shall not do anything to prejudice the Insurer’s rights of recovery. The Insurer shall not exercise any 
right of recovery against an employee of the Company unless the Claim or Insured Event is brought about or 
contributed to by any dishonest, fraudulent, criminal or malicious act or omission of that employee of the 
Company.  The Insurer may at its sole discretion waive any of its rights of subrogation pursuant to this Section 
5.4 - Subrogation and Recovery. 

 
The Insurer may not exercise the right transferred to it under this Condition in a manner which will prejudice the 
Insured's right to recover compensation or indemnification from a Third Party in excess of the benefits received 
from the Insurer, 

 
6. Limit of Liability and Retention   

 

6.1 Limit of Liability 
 

The total amount payable by the Insurer under this Policy and any Additional Coverage Section (as applicable) 
shall not exceed the Limit of Liability, except with respect to Insurance Covers A.1 - First Response and 
Section 1 - OSP First Response of the Outsource Service Provider Additional Coverage Section (if purchased) 
where the Insurer’s liability is in addition to the Limit of Liability but shall be limited to the fees and expenses 
incurred during the period of 72 hours, which shall commence when the Responsible Officer of the 
Policyholder first notifies the Response Advisor of the Breach of Personal Information, Security Failure or 
System Failure by contacting the Emergency Number. 
Each Sublimit and any Additional Coverage Sections are part of the Limit of Liability. 
The Insurer shall have no liability in excess of all such limits, irrespective of the number of Claims, Insured 
Events, Insured’s or amount of any Loss, including with respect to all Claims and Insured Events that 
constitute a Single Claim whenever first made or arising. 

 
 

Notwithstanding the above, where this Policy covers Claims filed against the Insured, and the Loss, including 
Defence Costs, exceeds the Limit of Liability, the Policy shall cover reasonable defence costs exceeding the 
Limit of Liability, in accordance with Section 66 of the Insurance Contract Law – 1981. 
With respect to Claims filed against the Insured outside the jurisdiction of the State of Israel, the reasonability of 
the Defence Costs exceeding the Limit of Liability will be measured based on reasonable Defence Costs in 
Israel in accordance with Israeli standards. 

 
 

To avoid any doubt, coverage under the Extensions or any additional Coverage Section detailed in 
this Policy (including its Schedule, endorsements or addendums) is subject to the Limits of Liability, 
and shall not apply in excess thereto, unless specifically stated otherwise. In respect of each 
Extension which covers the Insured's legal liability, and which is subject to a sub-limit of liability, the 
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Insurer shall indemnify the Insured's Defence Costs even in excess of the sub-limit of liability under 
the Extension. 

 
 

6.2 Retention 
 

The Insurer will only pay for any amount of Loss which is in excess of the Retention. The Retention amount is 
to be borne by the Company and shall remain uninsured. 

 

No Retention is applicable to Insurance Covers A.1 - First Response or Section 1 - OSP First Response of the 
Outsource Service Provider Additional Coverage Section (if purchased). 

 

A single Retention shall apply to Loss arising from all Claims and Insured Events that constitute a Single 
Claim. 

 
In the event that a Single Claim triggers more than one Retention, then, as to such Single Claim the highest of 
such Retentions shall be deemed the Retention applicable to Loss. 

 
 
 

7. General Provisions 
 

7.1 Maintenance of Technology 
 

The Insured will take all commercially reasonable steps to maintain data and information security procedures to 
no lesser standard than disclosed in the proposal form. The Insured will take all commercially reasonable steps 
to maintain software and hardware to current recommended industry standards. 

 
The Insured will  ensure that back-up systems and processes are maintained to no lesser standard than 
disclosed in the proposal form and that the ability to restore such data is regularly tested (at least every six (6) 
months). 

 

7.2 Policy Purchase 
 

In granting cover to the Insured, the Insurer has relied upon the material statements and particulars in the 
proposal together with its attachments and other information supplied. These statements, attachments and 
information are the basis of cover and shall be considered incorporated and constituting part of this policy. 

 
The Insured shall provide a full and honest answer to any question asked by the Insurer concerning a material 
matter. In case of breach of the disclosure duties by the Insured, as specified above, the Insurer shall be entitled 
to the reliefs and remedies set forth in sections 7-8 of the Insurance Contract Act, 1981. 

 

7.3 Assignment 
 

This Policy and any rights under or in respect of it cannot be assigned without the prior written consent of the 
Insurer. 

 

7.4 Cancellation by Policyholder 
 

This policy may be cancelled by the Policyholder at any time only by mailing written prior notice to Insurer. In 
such case, the Insurer shall be entitled to the premium paid for the period before the cancellation became 
effective, calculated as follows: 

 
10% of the premium applicable for the Policy Period, plus 10% for each month or part thereof during which the 
policy was in force. 

7.5 Cancellation by Insurer 
 

This policy may be cancelled by the Insurer by delivering to the Policyholder by registered, certified, other first 
class mail or other reasonable delivery method, at the address of the Policyholder set forth in the Schedule, 
written notice stating when, not less than thirty (30) days thereafter, the cancellation shall be effective. Proof of 
mailing or delivery of such notice shall be sufficient proof of notice and this policy shall be deemed cancelled as 
to all Insureds at the date and hour specified in such notice. 

 
In case of cancellation of the policy by the Insurer before the expiry of the Policy Period, and the reason for the 
cancellation is not due to the violation of the policy terms by the Insured or an attempt to defraud the Insurer by 
the Insured, the Insurer will return the Insured the amount which the Insurer  would have charged from a similar 
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Insured in respect of the same type of insurance on the cancellation date, pro-rata to the remaining period up to 
the end of the Policy Period. 

 
Any amount not paid by the Insurer within 28 days will incur interest as stipulated in the section 4(a) of the 
Adjudication of Interest and Linkage Law, 1961 until the day of actual payment. The reimbursement of the 
Premium by the Insurer shall not be a condition to the validity of the cancellation. However, such payment will 
be made as soon as applicable. 

 
In case of cancellation due to non payment of Premium:, if the Insured did not pay the Premium within 15 days 
following the Insurer's written demand, the Insurer may notify the Policyholder in writing that this policy be 
cancelled after 21 additional days  unless payment is made within such period. 

 
 

7.6 Premium Payments 
and other Fees 

A. Unless otherwise agreed between the parties, the insurance Premium and other 
fees due from the Insured to the Insurer in connection with the policy will be fully 
paid within 28 days following commencement of the Policy Period, either in US 
Dollars,  or  in  NIS  calculated  according  to  the  representative  NIS-US  dollar 
exchange rate at the Bank of Israel on the payment date. 

 
B. In case the Premium has not been paid within the aforementioned 28 days,  or at 

other times explicitly agreed upon, any amount in arrears shall bear interest as 
stipulated in section 4(a) of the Adjudication of Interest and Linkage Law, 1961. 

 
 

7.7 Insolvency 
 

Insolvency, receivership or bankruptcy of any Insured shall not relieve the Insurer of any of its obligations 
hereunder. 

7.8 Interpretation 
 

The descriptions in the headings and titles of this Policy are solely for reference and convenience and do not 
lend any meaning to this contract. Words and expressions in the singular shall include the plural and vice versa. 
Words following the terms including, include or any similar expression shall be construed as illustrative. Words in 
inclined and larger typeface have special meaning and are defined or in the Policy or in the Schedule. 
Words that are not specifically defined in this Policy have the meaning normally attributed to them. 

 

7.9 Governing Law 
 

This Policy and any dispute or claim arising out of or in connection with it or its subject matter or formation 
(including non-contractual disputes or claims) shall be governed by and construed in accordance with the laws of 
Israel. 

 

7.10 Linkage           The  Limit  of  Liability  of  the  Policy,  which  is  specified  in  US  dollars,  shall  be 
calculated in accordance with the representative NIS-US dollar exchange rate at the 
Bank of Israel on the date of actual payment of the Claim. The Retention specified in 
US dollars  shall also be calculated in accordance with the representative NIS-US 
dollar exchange  rate at the Bank of Israel on the date of actual payment of the 
Claim. 
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